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Abstract—The goal of this article is to introduce an idea for organization of security procedures in a corporative system for accessing and 
processing different information resources and personal data. Three types of resources could be organized in a business information 
environment – public (without access restriction or rules), private internal (stored in own memory environment) and private external (stored 
in a cloud data centre and used by cloud services). The paper presents an approach intended to investigate the procedures for secure 
access to these information resources, paying attention on personal data protection, as well. General structure of corporative management 
system for secure access to the information resources and an algorithmic scheme for procedures realization are proposed. Stochastic 
investigation of the procedures based on Markov chain is made. An analytical solution of the model is proposed and statistical 
assessments are calculated. 

Index Terms—Cloud computing, Corporative information system, Information security and privacy, Markov’s chain, Resources protection, 
Secure access, Statistical assessments, Stochastic modelling.  
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1 INTRODUCTION

HEcontemporary Information society rely on remote ac-
cess to information resources located in different places of 
the global network. In many cases this access is not moni-

tored or regulated which is risk for both – usersand resources. 
It is well known that many activities in the digital word re-
quire personal data uploading which could disturb the pri-
vacy [1]. In this reason different world institutions discuss 
development of new improved regulation in the cyber space, 
including procedures and tools for information security (IS) 
and for personal data protection (PDP) [2]. 

The publication [1] determines a Corporate Information 
System (CIS) as “a fully integrated, company-wide system solution 
that aims to meet all organisational ICT (Information and Commu-
nication Technologies) requirements at all levels.” European rule 
for all personal data is that “…data is held only once; it is 
“owned” by the organisation as a whole and used by different 
departments” [3]. 

The federal government's information systems security 
program [4] enables agencies' mission objectives through a 
comprehensive and consistently implemented set of risk-
based, cost-effective controls and measures that adequately 
protects information contained in federal government infor-
mation systems. The Information Systems Security Line of 
Business (ISSLoB) was created in 2005 to improve the level of 
information systems security across government by eliminat-
ing duplication of effort, increasing aggregate expertise, and 
enhancing the overall security posture of the federal govern-
ment. This valuable proposition is supported through the use 
of Shared Service Centres (SSC's), consolidated acquisitions, 

agency standard practices, and lessons learned across agen-
cies. 

The business organizations and companies create, collect, 
process and support different types of information stored in 
their own memories or cloud data centres accessed via net-
work. The cloud proposes services as IaaS, SaaS, PaaS and has 
many advantages regarding organization of business proc-
esses, requiring at the same time strong policy for IS and PDP 
which must be developed and used. 

Protection of the sensitive business information is impera-
tive and must be managed [5]. It should be based on the inter-
national standard ISO 27000 known as Information Security 
Management System (ISMS). This standard determines the 
measures for protection of confidentiality, integrity and avail-
ability of sensitive business information, including personal 
data. 

The present article discusses organization of a system for 
business information protection in two cases: when it is stored 
as internal resources (in private memories) or stored as exter-
nal resources (in a cloud data centre). An analytical model for 
secure procedures investigation by using Markov chain (MC) 
based on preliminary formalization of the processes is defined. 
Some assessments for the role of main procedures (registra-
tion, identification, authentication, authorization) are calcu-
lated by analytical solution of the model. Additional statistics 
are proposed by using Statistical Software Develve [6]. 

The article is organized as follows: section 2 is a survey of 
related works; section 3 deals with proposed general structure 
of corporative management system for secure access to the 
information resources and algorithmic scheme for procedures 
realization; sections 4 and 5 present an analytical model which 
is developed by using MC apparatus and the model solution; 
experiments planning and calculation of statistical assess-
ments are presented in section 6, including assessments ob-
tained by using specialized statistical software Develve; finally 
a conclusion is made in section 7. 
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2  RELATED WORK 
Development of business information environment must take 
into account necessity of secure access and information protec-
tion for personal profiles of users and staff, business informa-
tion resources, corporative archives, etc. This requires imple-
mentation of contemporary means and tools for main proc-
esses as registration, verification, authentication and access 
rights management where specialised software, hardware and 
biometric technologies for user’s identification could be ap-
plied. 

Publication [7] determines each business system as “an or-
ganized collection of parts (or subsystems) that are highly integrated 
to accomplish an overall goal. The system has various inputs, which 
go through certain processes to produce certain outputs, which to-
gether accomplish the overall desired goal for the system”. This 
publication outlines that the intentional information security 
culture has several important characteristics as follows: 
Alignment of information security and business objectives; A 
risk-based approach; Balance among organization, people, 
process and technology; Allowance for the convergence of 
security strategies. 

A model for business information security is proposed in 
[7] and it is shown in Fig. 1. The main characteristics of this 
model are flexibility, three-dimensional, pyramid-shaped 
structure with four elements connected by six dynamic inter-
connections. 

 

According to the definition in [8] “an ISMS is a set of policies 
and procedures for systematically managing an organization's sensi-
tive data”. In this reason the goal of ISMS is to protect personal 
data and business information resources in order to minimize 
risk of illegitimate access and using. This determines ISMS 
purpose as a collection of means and tools for preventive ac-
tion. Article [5] extends the functions of ISMS with the goal to 
manage sensitive information for industrial control systems 
(ICSs), because the main priority of industrial control is safety 
of the system. In this respect, a new paradigm of ISMS for ICS 
based on confidentiality, integrity, and availability as well as 
system’s safety is provided in [5]. 

The main aspects of reliable protection of information are 
discussed in [9]. This article regards each security system as a 
set of measures for reduction the risk of information abuses 
accomplished with reliable protection of all business informa-
tion resources. The authors have made a brief description of 

the protection objects and the main threats, including those 
that are related to the processing of personal data. They have 
determined the important role of information security in all 
business processes. A formalization of access rights to infor-
mation resources is presented and a block diagram for illustra-
tion the process of analysing the threats and vulnerabilities is 
given. 

An overview of current risk management approaches that 
outlines their commonalities and differences is made in [10]. 
The evaluation of these approaches is made based on their 
capability of supporting cost-efficient decisions and proposing 
potential solutions. Existing approaches are compared in order 
to reveal the challenges which information security risk man-
agement could face. The authors declare that the analysed risk 
management approaches do not explicitly provide mecha-
nisms to support decision makers in making an appropriate 
risk versus cost trade-offs, but it is possible to identify aca-
demic approaches which fulfil this need. 

The risk for business information systems security grows 
when the corporative resources are stored in cloud data cen-
tres and are accessed via the global network. Cyber-physical 
security of Wide-Area Monitoring, Protection and Control 
(WAMPAC) from a coordinated cyber-attack perspective is 
discussed in [11]. This article describes briefly how cyber-
physical test beds can be used to evaluate the security research 
and perform realistic attack-defence studies for smart grid 
type environments. 

An investigation for business resources protection should 
precede the development of ISMS. In this reason the model-
ling as a suitable and efficient approach for determination of 
structural discrepancy could be used to revealspecial features 
determining processes realization. For example, [12] presents a 
scalable, stochastic model-driven approach for investigation of 
IaaS cloud and the migration of physical machines. 

Ref. [13] proposes a stochastic model for investigation of 
cloud data centre management which is defined as a key fac-
tor due to the large number heterogeneous strategies that 
could be applied. The author discuses cloud computing infra-
structure and evaluation of its performance. He stresses on the 
fact that as an important part of cloud strategy performance 
evaluation must correspond to the quality of service (QoS) 
demanded and experienced by users. An analytical model 
based on stochastic reward nets is presented in the paper and 
several performance metrics - utilization, availability, waiting 
time, responsiveness are defined and evaluated to analyse the 
behaviour of a cloud data centre. 

3 GENERAL STRUCTURE OF A CORPORATIVE SYSTEM 
FOR SECURE ACCESS MANAGEMENT 

Initial step of each investigation by using modelling should be 
formalization of the modelled object – a system or a process, 
and it is a compulsory stage which should precede model 
development. A formalization by using event-graph apparatus 
is proposed in [14] and it describes a corporative system for 
secure access to the information resources as a complex of the 
following two subsystems: 

♦ Front office – this is an input point for remote user’s ac-
cess to the corporative system which is responsible for the 

 
Fig. 1. Business Model for Information Security proposed in [7]. 
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initial registration of a new user and preliminary identification 
of already registered users. The registration procedure creates 
a personal profile collecting a set of personal data. The identi-
fication procedure should guarantee legitimate access to the 
back office component. An audit file for registration of each 
access (time, IP address and relative attributes) and statistical 
data storing is included in this structure to enhance functional-
ity of the front office. 

♦ Back office – it deals with the basic administrative proce-
dures that support processes of secure access. The functional-
ity of this sub-system is directly connected whit the adminis-
trative database (Admin DB) which consists of different com-
ponents. They are as follows: profiles created during the user’s 
registration collecting personal data; system profiles for the 
staff; personal rights for the users’ access which are defined 
according to the security rules of the corporative information 
system (CIS); components of Digital Rights Management Sys-
tem (DRMS), etc. 

On the base of these components we propose the General 
structure of a Corporative Information Security Management 
System (CISMS) which is shown in Fig. 2. 

 

All measures for securing data protection and regulation of 
user’s access to business information resources are realized as 
separate procedures in these sub-systems. The third compo-
nent of corporative management system in Fig. 2 is the set of 
information resources determined as public, internal corpora-
tive resources and external corporative resources. The last two 
parts should be protected and access to these resources must 
be regulated. This is the goal of the proposed system for in-
formation security (SIS) which functionality is presented in 
Fig. 3 by an algorithmic scheme of security processes. 

 

4 MODEL DEFINITION BY USING MARKOV CHAIN 
An analytical model by using Markov Chain (MC) apparatus 
is defined. The main procedures of the security process or-
ganization are described as basic states and they determine the 
discrete set S={s j/j=1÷11}. The separate states are listed below. 

s1 – remote access to the input point; 
s2 – procedure for registration of a new user; 
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Fig. 3. Algorithmic scheme of processes supported by Security In-
formation System (PR – access for using public information re-
source; CR – access for using corporative (private) information 
resource) 

 
Fig. 2. General structure of CISMS – components: Front office; Back 
office; set of information resources 
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s3 – procedure for identification of a user access to the cor-
porative system; 

s4 – procedure for analysis the type of the required access to 
the corporative resources after input in the back office of the e-
servicing corporative system; 

s5 – realization of a process for using a public resource 
which is unlimited without restriction; 

s6 – procedure for authentication of the user based on in-
formation from the personal profile created by the DRMS; 

s7 – procedure for analysing user’s request for access to the 
private information and system resources; 

s8 – procedure of authorization based on information about 
user’s rights defined by DRMS; 

s9 – process for realization of the user’s request after suc-
cessful authorization; the access could be performed into one 
of the following two directions; 

s10 – access and using internal corporative information re-
sources; 

s11 – access and using external corporative information re-
sources. 

The last three states are connected with the transitions 
(s9s10) and (s9s11) with probabilities (p910) + (p911) = 1. 
This permits to unite these states and they could be regarded 
as a common state presented by s9 only. Based on this accep-
tance the model shown in Fig. 4 is proposed as a graph of 
states and developed on the base of the definition: 
 Set of discrete states S = {s j  / j=1÷11}; 
 Matrix of the transition probabilities P={pij} – see table 1; 
 Vector of initial probabilities P0=<1, 0, 0, …, 0>. 

 

Some additional hypotheses are accepted for development 
of the model: 

(1) The probability for correct realization of security pro-
cedures (identification, authentication, authorization) 
at all levels is 0,8; 

(2) The probability of access to public resources is very 
low and it is accepted that the value is p(s4s5)=0,1; 
the same probability is accepted for the finalization of 
the work by using system components of back office 
sub-system p(s4s3); 

(3) The important probabilities for main security proce-
dures realization are defined as parameters: a – prob-
ability for correct realization of the identification pro-
cedure; b – probability for successful authentication of 
the user; c – probability for correct realization of the au-
thorization procedure and permitted access to the cor-
porative resources. 

(4) After finishing the work with the selected corporative 
resource the system directs the access to the previously 
state for new analysis of the next request p(s10/s11s7) 
=1 with a possibility to finish the work (transition to 
the state s4 and next transition to s1). 

Analytical definition of the model: 
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The equation (7) is defined based on uniting the states p9, 
p10, and p11 that permits to accept ‘p9=p10+p11’. 

5 ANALYTICAL SOLUTION OF THE MODEL 
Two different solutions of the defined analytical model are 
made – solution based on probability p1 and solution based on 
probability p4. These two separate and independent solutions 
gave equivalent results. In this reason only first solution with 
analytical presentation of the probabilities by using p1 is pre-
sented below. 

The equations (2) & (3) presents the probabilities p2 and p3 
as a function of p1. Equation (4) permits to obtain the analyti-
cal presentation of p4: 

74414 .2,0).8,0)(1().1,0().8,0( ppbppap +−++=  
Equations (9) & (8) & (7) permit to make the presentation: 
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After substitution in the equation for p4: 

TABLE 1 
MATRIX OF TRANSITION PROBABILITIES  

(THE STATES ‘10’ AND ‘11’ ARE MARKED BY GREY COLOUR BE-
CAUSE THEY ARE UNITED WITH THE STATE ‘9’) 

 

 
Fig.4.Graph of the states for the defined model as a Markov’s chain 
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And after substitution in the equation (10): 
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6 EXPERIMENTS PLANNING AND STATISTICAL 
ASSESSMENTS 

Range [0,7 ÷ 1] is selected for the values of the parameters a, b 
and c based on assumption that the level of unregistered and 
illegitimate users us no more than 30%. Full experimental plan 
is selected. Set {0,7; 0,8; 0,9; 1,0} is determined for the three 
parameters to minimize number of experimental combinations 
of values for final probabilities calculation (Fig.5). 

 

The last two columns consist of the values calculated for the 
probabilities p10 and p11 based on the assumption in section 4 
for their uniting with p9. For the case study in fig. 4 it is ac-
cepted that p(s9s10)=0,6 and p(s9s11)=0,4, but their values 
could vary during extended experimentation. 

The first row in fig. 5 presents average state of the con-

trolled parameters a=b=c=0,85 and the calculated assessments 
for the final probabilities are presented in fig. 6. 

 

Some basic descriptive statistics are calculated and they are 
shown in Fig. 7 both - as a column diagram and as a table of 
values. 

 

An additional statistical analysis is carried out by using Sta-

 

Fig. 7. Basic statistic assessments based on the experimental data 

 

Fig. 6. Final probabilities assessments for an average case 
(a=b=c=0,85) 

 
. . . . .  

 

Fig. 5. Experimental data (full factor experiment for selected values) 
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tistical software Develve [6] giving results which are presented 
and discussed below. The main screen which imported all 
calculated values for the final probabilities is shown in Fig. 8. 
This set of probabilities is processed by Develve and graphical 
interpretation of histograms, boxplots and time series are 
shown in Fig.8. Additional statistics are calculated and pre-
sented in Table 2. 

 

7 CONCLUSION AND FUTURE WORK 
This article presents an investigation focused on efficiency of 
procedures supported by the main modules in a corporative 
system for secure access where different information resources 
are used. It is well known that all public resources usually 
allow free access and using, but private (corporative) re-
sources need strong technical and organizational measures, 
including means and tools for information security manage-
ment. In this reason we propose two separate sub-systems. 

The first one (Front office) deals with preliminary registration 
and identification of the users. The second sub-system (Back 
office) which is supported by DRMS is responsible for the rest 
administrative procedures – personal data protection, authori-
zation and authentication. 

The apparatus of Markov chains permits to realize an in-
vestigation based on stochastic approach. In this reason an 
analytical model is defined and used to collect and analyse 
experimental data for different situations by varying three 
controlled parameters on the base of controlling the experi-
mental plan as a whole. Additional assessments and statistics 
are calculated by using Excel and the statistical software De-
velve. The final probabilities p3, p6 and p8 are connected with 
the procedures of identification, authentication and authoriza-
tion. The experimental results permit to analyse means, medi-
ans, standard deviation and other assessments that allow to 
make conclusion about efficiency level of secure access to the 
corporative resources. 

This investigation could be enhanced by extending the sto-
chastic modelling by using Markov chain or by additional 
simulation which will be the future work of the authors 
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